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really are two systems of justice—one for
the afituent, the other for the poor.
Evidence accumulated over decades leaves
1ittle dofgbt that such a double standard does
exist. Regardless of the facts .in each In-
stance, th§ public perception of justice too
often is thit the rich man gets favors and

goes free witile the poor man gets the back
of the hand % Justice’s bar and goes to Jail.
‘What you d& in your legal careers is for

you to decide. But let me Just remind you
that a lot of pr@missory notes for fair and
equal justice are lllng due—and they must
be met.

For 1ts part, L beI ye that the Department
of Justice is carryingh yout its responsibilities
in an even-handed ma¥ner and without bias.
I also am convinced "‘ \t the Department is
functioning and functiofing well.

Its 48,000 employees—ygarly all of them in
the career service—are abf§ men and women,
dedlcated to performing i the best tradi~
tions of the Department r;¢ eyond. Though
the Department has been bu§eted by events,

no fatal wounds have been 1 RAlcted.,
I hope to help improve that Hareer service,
and in particular to enhance %phe skills of

our attorneys. One problem faced,by the le~
gal profession today is the standégd of con-
duct by some attorneys when they$ppear in
‘court. While not yet an epidemic, w&§jo know
that misbehavlior and flagrant disred ect by
“attorneys occurs all too often and that] udges
sometimes have substantial difficult$hs in
keeping order. Such disrespect by attoRneys
strikes at one of the foundations of ou#so-
clety itself. No such problems are causedzby
the Department’s attorneys. But we do'y§

some Instances see a second problem—tlp

level of advocacy skills displayed In thi§ !

courtroom.

This is not a problem restricted to the'

Department. I have heard more than one
prominent attorney in private practice say
he considers lost the day he spent in court.
The profession—and the law schools—are
going to have to do & great deal more to im-
prove the level of advocacy. In some areas, it
is virtually.a lost art.

Whatever else the Department of Justice
does, it must remain responsive to the people.
Proposals have been made recently that the
Department be made an independent agency
and that a permanent special prosecutor’s
office be created.

Both steps would be a mistake becausgl

they would place essential functions in so 0
sort of limbo beyond the public’s recall, Mghy
commissions and administrative agencieffset
up in the past have as their common Jade~
mark a failure to meet the needs gf the
people. 4

The basic flaw in those proposgff is that
- they suggest that new systems yill correct
the weaknesses of men. But defgfts in char-
acter and tonscience can be gfrrected only
by men themselves.

Every public official—likg)
cltizen—has to make a comy
If he fails, 1t is like a pefble tossed into s
pond and & ripple resultsf’Given enough rip~
ples, they can turn into § tidal wave that en~
gulfs us. Tho dreary ghectacles that result
range from Watergatefo an attempt to ix a
soap-box derby,

The rule of law #s

tment to honor.

what stands between
this country and {franny. Would-be tyrants
appear in many gulses other than that of
the storm troopfr. 86me in blue jeans are
apostles of Newf Left terrorism. Others wear
the hood of he Klansman, And there are
some in Broo¥s Brothers suits,

As Attornfy General, I am determined to
do everythjfig within my power to help im-
prove ourflegal system, and to see that the
laws arefenforced uniformly snd without
bias.

Perhfips our .system’s essential element is
that yhe accused be given a prompt and fair
trial/ with the issues decided on the merits,

% scandal has beegd
"‘ ime, only to h

every private.
.government can be
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One thing the public should keep in mind
as Watergate unfolds 1s that indictments are
not the same as convictions, and that even
when there are indictments there sometimes
are no decisions on the merits because of
hung juries.

The scandals during the Administration of
President grant included the Whiskey Ring,
whose activities were so widespread that two
special counsels were appointed to help pros-
ecute the cases.

While a number of convictions were obh-
tained, the trial of & Presidential aide con-
sidered to be a key ﬁgure in the Ring resulted
in an acguittal.

Fifty years later, Teapot Dome and other
scandals erupted in the Administration of
President Harding. Special prosecutors were
again appointed, and Albert Fall, the Secre-
tary of the Interior, was convicted of taking
8 bribe. Two prominent businessmen were
also tried but were acquitted.

In other cases growing out of the Harding
Admmistratlon, several more convictions
were obtained. But in a landmark case, the
trial of Attorney General Harry Daugheri
ended in a hung jury and the indictment g#s
dismissed. A3

By briefly recounting those earlier r~ ges, T
simply wish to again make the poin{j#hat al-
legations are one thing and convigfions are
another. We have to accept th
justice—whether they are acqyitals or con-
victions, Sometimes we also j§hve to accept
the terrible inconclusivenesgltof hung juries.

Those who equate allegffions with guilt
are decelving themselvegh are those who
belleve that any congfftion will somehow
automatically cleansg@he Natlon and put us
back-on the right trg#k. -

As we see from gfistory, some measure of
leaned up from time to
& other scandals develop. In

8 sense, corr Hon 15 put into mothballs, to
Bassert ltseld In different forms In later
péiods. A In some areas it Just seems to

pn fopver.
Kto ins are permitted harsher judg-

1an attorneys, but the benchmarks
ffovide should be Instructive, not only
in ging the past but in trying to forge a
be ::'- ture.

Rllan®evins, in his blography of Hamilton
ribes the Grant era this way:
n became an irresistible lodestone
men,” Burl Noggle in his book,
“Teapot Dggne,” quotes s member of the
Senate as s@@ing after the two businessmen
were acquitt®d: “This is emphatic evidence
that you ca: oonvlct 8 miflion dollars in
the United S 5.

None of thi akes pleasant reading, event
50 years later.
essentlal—to looM¥at the unplatable in order
to avold the undgeakable,

In another book@that examined the Tea-
pot Dome era, Ha Faulkner noted this
comment of a refornfr of the time: “Popular
R0 better than public
opinion and the puflic consclence insist
upon.” What 1s astout@ing is not only the
amount of corruptioffy the Nation has
tolerated but how quiek it seems to forget
what happened and to ajfow the evil ways
to reassert themselves.

Watergate presents the
are in effect two challengesi

The first, of cotrse, is to se@khat all of the
allegations are resolved thro due process
of law. :

B0

for crooké

& tion. with what

The second matter relates tdkwhat hap-
pens after Watergate is conclfged—after
each of the grand juries has issud} its find-

ings, after every trial jury has ref@ered its
verdict, after every appeal has beerfgecided.
Will Watergate have 50 exhausted fpeo Na-

tion that we will turn to other thing!
attempt to forget about the tragedy t!
befallen us?

Or will the abhorrence of it beoom 30

n an
¥ has

2t 1t 1s important—if not |
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ingrained in the public spirit that we will
insist that every person in any position of
public trust be honest—and then maintain
our vigilence to make certain? i

I don’t know the answers to thgi gues-
tions. Part of our national record gows.that
the public has been misled affftimes. But
another part shows that we ¥ive made re-
markable strides under decef® and honorable
public figures. The scales § ®¥m to tip in some
sort of rhythm—from prffress to scandal and
back again.

It iIs incredible thy
come to expect
and also what v

we as a Nation have
i some of our people—
Wvill tolerate from them,
left their bare and bloody
whe snow of Valley Forge were

ngfto make this Nation secure for
generatight of predators seeking ungodly
power g¥ad 1llicit fortunes,

Nogiere the men who sacrificed at Gettys-
burgy the Marne, the Normandy beachhead,
alyp Porkchop Hill, or in Vietnam.

ere is no way to predict what we as a

not fighting

fation will do after Watergate is concluded,

but we had best start doing some hard think-
ing about it now.

Special responsibilities rest upon attorneys
as we try to fashion higher standards in both
public and private life. And the challenge to
those of you just entering the.profession is
especially acute,

Attorneys do a lot more than simply hang
out & shingle and practice law—as important
as that is. Lawyers are in public life in great
numbers, both as elected and appointed
officials.

You can make an impact on the quality
of politics at the local and state levels, and
all the way to the top. There will be many
chances t0 make s contribution. Sometimes
it will be by saying no to overtures you ktiow
or suspect are improper. And sometimes it
will be by selzing opportunities that other-
wise would lie fallow. All of this requires that
you be constantly on the alert.

And that is really what every citizen has
to do as well-—be on the alert for misdeeds
and be constantly aware of chances to en-
hance standards and conduct,

If we are tough-minded about this business
of protecting our liberties, then perhaps we
havé a chance to prevent the Watergates of
the future,

But if we ignore past lessons and thus
shrug off future perlls, the next Watergate
may grow to dimenslons that would prove
to be unsurmountable,

Thank you.

PERSONAL PRIVACY

Mr. PERCY. Mr. President, on Tues-
day morning, the Government Opera-
tions Committee, in conjunction with the
Constitutional Rights Subcommittee wilt
begin hearings on a subject of critical
importance to every American—personal

-privacy.

The focus for our hearings is a bill
introduced by the committee’s distin-

_guished chairman, Senator Ervin, Sena-

tor Muskie, and myself to establish every
American’s right to keep personal infor-
mation private and to safeguard that
right with criminal and civil protections.

The bill is companion to one intro-
duced in the House by Congressman
BARRY GOLDWATER, JR., and Congressman
Epwarp KocH, whose efforts I commend.
It is the result of a deepening public con-
cern about privacy invasions. These in-
vaslons are fast becoming the rule—not
the exception—in American life.

The burgeoning abuse of the right of
individual privacy results partly from a
greatly increased capability of even a
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moderately endowed private or public or-
ganization to obtain, store, and use vasi
quantities of information about people.
This phenomenal technical information-
handling ability {s abetted by the absence
of regulation—except in the area of credit
informeation. The result 1s a tremend-
ously increased potential for damaging
misuse of personal information——data
that the person under scrutiny does not
know is so readily available.

‘But even more important is the star-
tling, ominous propensity of an increas-
ingly powerful Government to use in-
formation in ways that hurt individuals
directly and dramatically.

In Mendham, N.J., a young high school
student, at the suggestion of her social
studies teacher, wrote the Young Soclal-
ist Alllance in New York City asking
for information. Several weeks later an
FBI agent visited the school’s principal
and other people who knew Lori Paton,
to make inquirles about her. The FBI
made a “notation” in its files about Miss
Paton’s Innocent inguiry, and its agents
wrote 2 memoraridum for FBI files re-
cording thelr “investigation” of Miss
Paton. The FBI claimed that its knowl-
edge of the student’s inquiry was obtained
from surveillance on all incoming mail
to the Young Socialist Alliance. Under
the law, such a “mail watch” is legal if
it does not delay the mail and if it is
confined only to data drawn from the
outside of the envelope. The critical is-
sue here is the potential lifetime dam-
age to the reputation and career of a
completely innocent teenage girl about
whom an FBI “notation” and “memo-
randum” will always exist, unless she
succeeds in having it expunged from the
files of the FBI,

This is an example drawn from the
more normal course of events. The FBI
must make hundreds, perhaps thousands
of such “notations”~—we regrettably can~
not know-—each week.

POLITICALIZATION OF THE IRS

‘What about malicious, politically moti-
vated invasion of the right of privacy?

One of the most insidlous sbuses is
attempted use of Internal Revenue Serv-
ice data for political purposes.

Certain members of the present ad-
ministration at the outset of its first
term, made strong efforts to make the In-
ternal Revenue Service “politically re-
sponsive,”

A memorandum from White House
aide, ‘Tom Charles Huston, to the Assist-
ant to the Commissioner of the IRS of
August 14, 1970, refers to a July 1, 1969,
White House request.that IRS review the
operations of “ideological organizations.”.
Huston’s August 14 memo asked IRS to
report on its implementation of that re-
quest. The IRS response, signed by then
IRS Commissioner Randolph Thrower
and dated September 19, 1970, explains
the operations of a so-called “special
service group” that had been established
in IRS to monitor the tax status of “or-
ganizations and Individuals promoting
extremist views and philosophies.”
Thrower’s rationale for creation of that
outfit was that it was necessary “to avoid
allegation that extremist organizations
ignore taxing statutes with impunity.”
Mr. Thrower's September 1970 report
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Indicated that by then approximately
1,025 organizations and 4,300 individuals
had already been examined by the IRS.

On Beptember 21, Huston wrote to As-

_sistant to the President, H, R. Haldeman

Indicating strong dissatisfaction with
IRS action on the President's July 1969
request. He noted that-—

“What we cannot do in a courtroom via
criminal prosecutione to curtail the active
ities of some of these groups, IRS could dc by
administrative action.

Subsequently, an undated “IRS talking
paper” was developed, outlining, from
the perspective of the White House, the
case against the IRS and its lack of po-
litical responsiveness. The document sug-
gests that—

Walters (who succeeded Thrower) must be
made to know that discreet political actions
and investigations on behalf of the Adminis-
tration are a firm requirement and respon-
eibility on his part.

Another suggestion of the “Talking
paper” is that Counsel to the Presidert,
John Dean, should have assurance that
Walters will get the job done.

On June 12, 1972, Charles Colson,
Special Counsel to the President, wrote
Dean asking for an IRS check on Harold
J. Gibbons, a Teamsters Union vice pres-
ident In St. Louis, whom Colson descriti~
24 as a “McGovernite, ardently anti-Nix-
on,” This document would suggest that a
connection between Dean and IRS had
indeed been established and that IRS
had become more politically sensitive in
the manner outlined in the “IRS talking
paper.”

It is unclear whether there is evidence
showing that the IRS did become polit-
1zally responsive in a manner demanded
Ly the White House, However, we do
know that the issue was pressed.

The Joint Commititee on Internal Rev-
enue Taxstion, which has direct over-
sight over the IRS, has filled an interim
report on its investigation of the matter.
This report shows that the subjects of
special audits and investigations have
not been treated more harshly than other
texpayers. But the joint committee was
deniled access to files of the Special Serv-
ice Group. This renders the joint com=
mittee’s study virtually useless. But, the
fact that the politicizing of the IRS was
attempted is beyond doubt.

The success of the effort to compro-
mise this key agency’s integrity is still in
question. But the central question is not
the sttempt to politicize this agency—
dreadful as that 1s. It is the doubt cre-
atad in the minds of the American peo-
ple—justifiable concern that information
of an extremely personal nature—might
be made available to other agencies, in-
cluding the White House, for political
purposes.

'The bill I have Introduced with Sena-
tor Ervin to establish and protect per-
sonal privacy righits would remedy such
abuses.

In the case of the Mendham High
Sehool student, the bill would provide her
ard her parents with ready access to the
FBI files about her. She would have the
right to examine the records and prove,
if she can, the incorrectness of anything
in her file. A correcting statement would
be ndded to her file.

Vo e
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To eliminate politically motivated
punishment by the Government, the bill
would require the IRS to make nota-
tions of each Instance in which a file
was made available to another Govern-
ment organization or outside person, not
having regular access authority. A record
(l;f iuch accession or transfer must be

ept.

The privacy right that S. 3418 estab-

-lishes for individuals is comprehensive.

It establishes the right of a citizen to
ke informer whether he or she is the sub-~
ject of private organization or Govern-
ment files. If the bill passes, in 2 years
each individual must be told that he
or she is the subject of a data file. At any
other time that an individual asks, he
must be informed of the fsct that he is
a data subject. ‘

'The bill establishes the right to Inspect
all personal information contained in
one’s file, to learn the nature and sources
of the data, and the identity of each
recipient of personal data.

- The bill establishes the right of every
data subject to challenge, correct, or ex-
plain personal information, to demand
an investigation of disputed Information,
to demand purging of inaccurate infor=-
mation and to include a 200-word per-
sonal correction of one’s file.

The bill establishes the right to be in~
formed and to give or withhold consent
before personal data is given to anyone
not having regular access authority. It
establishes the right to be apprised of the
intended use of information and the con=
sequences of giving or not giving per-
mission.

The bill establishes the right to have
one's hame removed upon request from
any organization’s mailing lists. The pur=
pose of this section is to protect citizens
from unwarranted harassment.

S. 3418 defines standards for the col-
lection, use, and disclosure of personal
information by Government and private
organizations. These standards include
the following: - .

Personal information collection is lim-~
ited to what is necessary for a “proper”
function of an organization;

Information should be collected from
the individual himself whenever pos-
sible;

Categorles of confidentiality must be
established, with various levels of con-
trolled access to information;

Data files must be policed for ac-
curacy, completeness, and pertinence by
the organization maintaining them;

The organization must maintain a list
;)E users having regular access author-

¥

A complete record of the purposes of
every access to any personal informa-
tion in a system, including the identity
of the special access user, must be kept;

Personal information must never be
disclosed without specifying security re-
quirements—for example, the level of
confidentiality—and obtaining reason-
able assurance that those requirements
will be ohserved;

No personal information concerning
political or religious beliefs or activitles

should be collected if it will be put into a

Government-operated Information - sys-

fem;
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Income data should not be keyed to
ZIP codes or postal districts; and

Federal agencies are prohibited from
requiring disclosure of personal data or
requesting voluntary disclosure unless
authorized by law.

The bill establishes a five-member
Federal Privacy Board that can make
and enforce privacy rules for personal
data files. The Board is required to es-
tablish an annual directory of every per-
sonal data system in the-country; it is
empowered to insure that standards are
met and to assist organizations to com-
ply with privacy safeguards. It can make
site visits, compel production of docu-
ménts, hold hearings on violations, issue
cease~gnd-desist orders, delegate author-
ity to States, and hold open hearings on
exemptions. It is required to report an-
nually to Congress.

S. 3418 1s an excellent beginning for
hearings and for the legislative process,
and we in the Government Operations
Commiffee will prepare this bill very
carefully but expeditiously for floor ac-
tlon during this session.

. PROBLEM. AREAS

Mr. President, as you know, there are
many other bills pending in this body
regarding individual privacy. Without
exception, they all raise problems in the
minds of those of us who want to correct
the present lack of controls over personal

Our bill is itself not free of flaws: yet,
in the glve-and-take of the committee
room, it can be perfected. Let me cite
some of the difficulties in the legislation,

The bill does not establish a mecha-
nism fo inform people as new files aboud
them are created. The right to inspect
and chellenge personal files is almost
meaningless if an individual does not
know that a file even exists,

Perhaps we should provide that people
be notified whenever they become a sub-~
Ject of a new data file.

Another problem is that no limits have
been placed on rights to inspect and
challenge personal files and to demand
investigations of disputed information,
and no protection against excessive de«
mands is afforded to organizations keep~
ing data files. {

For example, 1t would be unfair to
allow a person to inspect his file every
week.

As I noted, the bill requires that infor=
mation should be collected from the indi-

" vidual himself wherever possible. This is
an important provision, since it attempts
to assure that the information that is
collected is accurate. However, there 1s a
posibility for abuse. If personal Informa-
tion 1s actually collected directly from
the subject in every case practicable, the
resulting harrasment of individuals may
undo the value of the rule by creating
another type of violation of personal
privacy.

The requirement in the bill that every
access to personal data be accurately re-
corded 1s unprecedented and very likely
would be staggering in scope. There
seems to be the unwarranted assumption
that thousands of different organiza-
tions will independently and correctly
establish new standard operating proce-
dures for handling personal information.
The implicit administrative burden on

CONGRESSIONAL RECORD — SENATE

government and private organizations is
a matter for concern and further con-
sideration, It may be that it is possible
to make a number of distinctions that
will lessen the burden on organizations,
vet establish basic privacy guarantees.
One possible distinction 1s to differenti-
ate among the kind of organizations
maintaining data. My legal staff is now
working on that difficulty.

This bill provides for a Federal
Privacy Board, which would be an inde-
pendent agency in the executive branch
consisting of five members designated by
the President and confirmed by the
Senate. There is a good deal of doubt
about the validity of such an organiza-
tion. It may well be that the simplest, and
ultimately the best, solution is to estab-

_lish rights which individuals may pursue

through the judicial process, without
creation of any new agency to police the

‘new privacy guarantees. Or, the Privacy

Board’s functions could be lodged in an

existing executive branch organization.

Or, they could be lodged in one. of the
existing independent regulatory com-
misslons, or in an agency of the legisla-
tive branch, such as the General Ac-
counting Office. These are some of the
concerns and some of the options we
must explore during our hearings,

There are other legitimate concerns.
One of them is the exemption provided
in the bill for national security. Personal
data systems directly related to the
security of the United States would be
free from the guarantees of the act,
Any Federal agency could use that pro-
tection. This could permit Federal agen~
cies to abuse that cloak of sécrecy, thus
diminishing the intentions of this
legislation.

I cite a concrete example which indi-
cates a need for a careful, tight definition
of this national security exemption.

The U.S. Army has been used to sby
on the political activities of American
civillans in Western Europe. In August
1972, U.S. Army Military Intelligence

- personnel were assigned to monitor the

political campaign activities of support-
ers of Senater GreorGE McGOVERN in
Western Europe. The reports flled by
these agencles described the political ac~
tivities of a group known as “Americans
for McGoverN,” in Berlin, Army Intelli-
gence reports described thelr organiza-~
tional meetings, leaflet distributions, an-
nouncements and local publications, ties
to the official Democratic party, and even
the name of a man who recelved an auto-
graphed picture of Senator McGOVERN.

Military intelligence reports describe
In detail the position of McGovERN sup-
porters on issues such as tax reform,
welfare reform, Federal aid to schools,
equal educational opportunities, racial
and sexual discrimination, national
health insurance, abortion, and abolition
of the electoral college.

Military intelligence reports list the
names of McGoOVERN supporters, includ-~
ing information on their date and place
of birth, marital status, passport number,
occupation, and -residence in Western
Europe.

A chart was prepared by the U.S. Army
for training manuals to be used in the
training of intelligence personnel in
Western Europe. One such chart shows
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the “link” betwen the Democratic Party
in the United States and the Communist
Party.

Army personnel also opened the mail
of American civilians in Europe. One in-
telligence officer has said that the Armhy
meintains a room approximately 15 feet
by 20 feet containing file cabinets filled
with photocopies of mail of American ci«
vilians. In these files is a letter from the
library of.the College of Charleston, S.C.,
to a publication in Western Europe run
by American civillans, The Army has

-photographed an Index card, photo-

graphed both sides of the envelope and
photographed the contents of the letter.
This_opening of American civilian mail
occurred in June of 1973, which date ap-
pears at the top of the Army document.

The Army has systematically opened
the mail of the Lawyers Military Defense
Committee, which 1s an afiliate of the
American Civil Liberties Unlon, and a
well-publicized suit against the Army in
the U.8, District Court of the District of
Columbia by the LMDC and other plain-
tiffs Is contesting these privacy invasions
conducted in the name of national de-
fense,

Other Army activities include infiltra-
tion, photographing, and wiretaps.

With respect to photography, Ameri-
can students In Western . Europe have
been photographed pamphleteering for
McGoveErN by military intelligence of-
flcials, and photographs have been ob-
tained of political petitions showing the
names of American civilians who have
slgned the same.

The Army has collected leaflets dis-
seminated by American civilians which
describe President Nixon’s Involvement
in Watergate. On the back of each leaflet

"1s & physical description of the person

handing out the document.

All of these activities are undertaken
In the name of national security, Such
& grossly distorted use of this catchall
pretex to so blatantly abuse the rights of
American citizens i3 unwarranted, and
Federal privacy law must be enhacted to
bring such abuses fo an end. For this
teason, I belleve we must carefully nar-
row the national security exemption in
this bill,

MEDICAL RECORDS ABUSE

In yet another area of personal data,
almost unnoticed by the public, there is
a growing assault upon the confidenti-
ality of personal health and medical rec-
ords. Information that we provide to our
doctors in the intimacy ef thir offices fre-
quently finds its way to insurance com-
panies, credit files, and employment rec-
ords without our knowledge or approval.
The improper procurement and use of
medical information has had devastat-
ing effects upon unsuspecting individuals.
Marriages have been ruined and reputa~-
‘tions have been destroyed.

I would like to refer to several case
histories provided by Dr. Elmer R, Gabri-
elli, chairman of the Joint Task Force
Group on Ethical Health Data Centers
at the State University of New York.
These cases illustrate the need for Fed~
eral  legislation to prevent fagrant
breaches of confidentiality of medical in-
formation. In one recent example, a dis=
trict attorney from a great American city
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was hospitalized with e serious medical
condition. On the day following his hos-
pitalization, the local newspaper in his
community printed his medical records
word for word, s

A second, even more serious example
offered by Dr. Gabrielli, involved an em-
ployee of a large Defense contractor who
sought reimbursement for psychiatric
treatment from his company’s health in-
surance plan. In the process of the claim,
the insurance company passed on the
diagnosis of the employee to his employer
who in turn, passed on the diagnosis to
the Defense Department. The Depart-
ment initiated an investigation of the
employee. Department of Defense inves-
tigators asked insinuating.questions of
the man’s neighbors. The damage had
been done.

In another case, a young woman at-
tempted to commit suicide and subse-
quently received psychiatric treatment
at o hospital. She was shocked to learn
the details of her diagnosis, not from her
doctor, but from her employer. Her em-
ployer had obtained the information
from the company’s health insurance
agent, who had gained access to these
supposedly confidential hospital records.
The shock to this woman upon hearing
her psychiatric diagnosis from her em-
ployer must have been intense. It calls
to our attention once again the impera-
tive need for legislation to establish lim-
its cn access to personal data. This can
be done by empowering each individual
with control over who can view his per-
sonal files. The strict confidentiality of
personally sensitive medical and health
records clearly requires more than good
faith and integrity on the part of health
care personnel. It deserves and requires
legal protection.

SCHOOL RECORD. ABUSES

I wish to refer to yet another sensitive
area in which privacy rights have been
ignored and for which legislative safe-
guards are needed: school records. Par-
ticulerly in these days when our public
schools are so much in need of Federal
support, the informational requirements
for evaluation of Federal school aid pro-
grams can and do pose serious threats to
the privacy of personal student informa-
tion.

In Miinols, the League of Women Vot~
ers conducted extensive surveys of per-
sonal information systems. A study of 71
schoois revealed that many teachers were

not impressed with the need to protect

personal student information. They
found further that there were no stand-
ards of confidentiality imposed on facul-
ty and staff. Clearly, a privacy problem
exists, since although no school adminis-
trator in the league’s survey reported
giving information on students to local
police, several police departments listed
schools as sources for personal student
data. ) )

A Los Angeles Times article of October

15, 1973, “Keeping Files on ‘Predelin- -

quents’ Stirs Criticism,” explains that for

‘thousands of children judged to be pre-

delinquents—youngsters whom school
authorities believe have criminal tenden-~

cies-—exiensive, often permanent records-

are keyt of their participation in federal-
1y fund_ed community programs desighed
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to reshape behavior. The files contain
case histories, anecdotes about class be-
havior, reports on academic. progress.
The reports come from principals, teach-

" ers, parenis, and the counselors—some

professionals, some volunteers—who
work with children in the program. Many
of the programs, according te a Califor-
nia Joint Legislative Audit Commitice
looking into this area, are administered

through the probation departments,-

which keep records after the pilot pre-
delinquency programs end. The article
said that this “creates the possibility that
the records will be used for probation
purposes.” Because these programs sare
operated by law enforcement agehcies,
“voluntary” participation by schools is
inherently coercive, there is the dangor
that participating children will be trea:-
ed as criminals.

In California, some State officials say
the program’s bprocedures violate thre
shildren’s civil rights. In the juvenile
court system, the same children would
et protection of due process, presump-
Hon” of innocence and right to counsel.
'There are no such protections in the vol-
untary programs. For example, there are
1o provisions for destruction of individ-
ual records after the programs are ter-
minated. On the other hand, most juve-

nile arrest records are sealed. State and.

Pederal officials administering such pro-
grams justify the data storage by main-
taining that a juvenile risks his privacy
ia return for the benefit derived from the
rrogram. ;

Walter Quinn, California’s then acting
deputy auditor general, defended the
pra.ctice of keeping the filles open, say-
ing:

We think it may be falrly stated that the
banefits accruing to & juvenile by being in
one of the voluntary programs is pald for by
foregofnig certeln rights to which he is oth-
erwise entitled.

This sort of blanket judgment, that
would attempt to justify the disregard of
students’ privacy, is wholly inappro-
priate. The principal at Glenknoll Drive
Elementary School in Yorba Linda,
Culif.,, has stated that schoolteachers
ard administrators are about 75 percent
right in thier designations of youths as
predelinquent. Not only are such clainis
unverifiable and therefore suspect, but 1
wonder about the other estimated 25 per-
cent of those youths who are falsely
laheled predelinquent. It is they who will
su¥er without any reason from the stig-
ms: of such a label.

Or. Carl Marburger, spokesman for the
National Committee of Citizens in Edu-
tavion, characterized the absence of con-
trcls over personal school data as “gen-
erelly an ungoverned and unsupervised
system.” He said:

Anyone, even the school secretary, can
put something into the record.

No one knows precisely what goes in
and parents are often denied access to
what is in the record.

The Ilinois League of Women Voters
survey indicated that most schools do not
allow parents to challenge the accuracy
anc. eontents of their children’'s school
records. In & majority of cases, parents
are not even allowed to see their chil-
drea’s school files. Frequently they must

-
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he satisfied with interpretations and
comments offered by school counselors.
Yet those same files are accessible to
police, unlversity researchers and even
other students working for the school
administration.

This situation represents an intoler-
able abuse of the informational privacy
rights of students and parents. Dr. Mar-
burger’s assessment is indeed frighten-
ing. As he says, the American school sys-
tem maintains “the most vastly compre-
hensive data operation of any institu-
tion in the country. If you have a child
in school, there is a dossier which some-
times contains inaccurate and poten-
tially damaging information.”

‘We cannot allow our children’s pri-
vacy and our privacy as parents, to re-
main unprotected. We must not let in-
discriminate notations in school files go
unchallenged. We must not allow these
files to be available to anyone other than
authorized school personnel. In the rare
instances in which others have a need
for such information, parents, and chil-
dren must be informed, and access should
require either -their consent or a court
order. These protections can and will be
afforded.

POTENTIAL CABLE TELEVISION ABUSES

Looking toward the future, the rapid
advance of technology continues to give
rise to new threats against individual
privacy which must be anticipated. I offer
just one example: Developments in the
advancing field of cable television. Cable
stations across this country are acquir-
ing capabilities for.broadcasting as many
as 40 or 50 channels. Citizens will in-
creasingly be offered a large varlety of
television programs that have been tai-
lored to their individual tastes and pref-
erences.  As this possibility is belng real-
ized, cable television companies are
experimenting with techniques for moni-
toring the viewing habits of individuals.

Simple tabulations of the number of
people who watch particular programs,
thus enabling cable television operators
to make accurate programing decisions,
could be accomplished without compro-
mising the privacy of individual viewers.
But cable systems in a number of cities,
including Rossmoor’s Leisure World Re-
tirertnent Community in Mesa, Ariz.,, and
experimental systems like TOCOM-—to-
tal communications—in Irving, Tex., and
Theta-Com in El Segundo, Calif., rou-
tinely and automatically monitor pro-
gram choices and viewing habits of in-
dividual cable television subscribers.
Viewers have no choice and cannot exer-
cise any control over such monitoring.

There is now no national law that
would forbid a ¢able station from telling
anyone about the individual tastes of
each and every one of its subscribers. A
business, so notified, is free to hombard
the unwitting cable subscriber with ahy
number of sales pifiches based on what
is known about the viewers’ personal en-
tertainment tastes.

Thus, in the not too distant future,
compiutter-aided records of the programs
an individual watches can be analyzed
for their commercial, political, or scien-
tific research value. Preparation of view-
er files would establish what is essentially
a cultural taste data bank and theéreby
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create an opportunity for access and
abuse of personal information that does
not now exist. :

The technological capacity to invade
the privacy of our homes to acquire such
information gives frightening substance
to the fiction of Big Brother, from George
Orwell’s “1984.” Perhaps such monitor-
ing systems should never be established
at all. But if they are established, we
must insure that they operate only with
the knowledge and explicit consent of
the watched. i

Certainly, this example is somewhat
futuristic. However, it suggests that we
must maintain a vilgilant attitude to-
ward new and unregulated technologies
if personal privacy is to be protected.

CONCLUSION

Mr. President, all of these examples
that I have mentioned suggest the need
for strong measures to support the right
of privacy. The legislation which Mr,
ErviN, Mr. Muskig, and I have intro-
duced provides a good base for final leg-
islation., It will reach information sys-
tems and data flles across the country

and make secure a sacred personal

liberty. .

CONSTRUCTION INDUSTRY
. BARGAINING DANGERS

Mr. EQGLETON. Mr. President, the
daily Lab®Report recently published a
very interesting article by the associate
editor of BNA, ®gn Rathbun, describing
the views of the @gairman of the Con-
struetion Industry Sthjilization Commit-
tee as its work is beiff phased out. I
hope it will be read carel8ly as it indi-
cates the problems with atbggking our
economic problems, as the ad@gnistra-
tion has done, without fully titgki
through all of the ramifications of™¥
proposed action. 3

I ask unanimous consent that the ar-

ticle be printed at this point in the
RECORD,

There being no objection, the article
was ordered to be printed in the RECORD,
as follows: :
“MASSIVE - LEAPFROGGING"

NEGOTIATIONS REPORTED BY CISC CHAIRMANS

The bargaining spectre of the late 19gPs,
large-scale leap-frogging In construgfion
from craft to craft and from city togeity,
hag returned “with a vengeance” lesg than
six weeks after the termination of stgtutory
wage controls, according to D. Quigh Mills,
the chalrman of the expiring Copgtruction
Industry Stabilization Commitigf (CISC).
The resultent “basic massive upwgrd realign-
ment of wage rates” can havgf a powerful
effect on bargaining in constryttion and far
beyond in U.S. industry, MiJs indicated in
a BNA interview. 4

He was critical of the @ongress for not
taking action that would hHive permitted “an
orderly transition” from jghe 1971-1974 con-
trols to uncontrolled baggaining in construc-
tion. The practical efiegt, he Indicated, 1s to
undo much of the stgfility imparted to con-
struction bargainingfin the Nixon Adminis-
tration's most succfssful wage stahilization
program.

Mills indicatedy that the Administration
had wanted to cgntinue controls for the cur-
rent bargainingfyear in construction because
it feared the }ind of wage explosion that is
now occurring, He said that some influential
opponents of a transition period had made
& major miscue in their estimate of the force
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" $3.60 “in one bite, or roughly 40

and follow-through of & construction wage
“breakout” this year.

WAGE DISTORTIONS, INC.

He summarized this “mistaken” view In
these terms: “Well, let 1t [the wage pressures
in construction] explode a little. It’s a bubble
that wiil pass and we’ll take it out of subse~
guent settlements.” Mills added that those
who find no serlous inflationary implications
in the current construction settlement pat-
tern do mot understand the pervasive impact
of leap-frogging settlements in construction.
He said ““What we're going to be seeing this
year 15 a basic massive upward realignment
in wage rates.”

He added this note: “What ia happening
this year 1s going to reverberate through the
next two years at least. It means that we
cannot get back to any kind of stability in
construction bargaining for at least another
two years. As bad as this year is, the next
two years are going to be worse, And if
somebody doesn’t do something about it this

year, stability won't be possible for anotherd

three years. Construction is on that kind g§
a cycle.” He sald that the problem will @~
come more aggravated with inattentiongfAs
he noted, “every year we wait . . .”g#ese
distortions will escalate by “feedingfupon
themselves.” . d

Mills and John T, Dunlop, the ghalrman

to the Administration’s failurgfo persuade

1IN CONSTRUCTIONS

[;f the Cost of Living Council, hg¥e pointed

ongress to take afirmative gftion to pro=-
vide a less precipitate angzmore orderly
break from the controls sygfem. As Dunlop
put it: “I was trying to geep May 1 from
becoming a day when affun was fired and
the Administration sa] You're on your
own.” Instead the coudry now has “a race”
for price and wage igfireases, as Dunlop and
Mills see it, that igfakin to “a speculative
surge.” g’

One reason § 1s happening, according
to Mills, 1s that geople don’t believe Congress
can keep fromgtaking some kind of action
on inflation gor too many months. Mean-
while, aggregfive parties are going “way be-
yond any @easonable adjustment” to the
newest syfamit of living costs.

Accorgffig to Mills’ estimste, the Inaction
by thefCongress could add three to four
grcegfage points this year alone to con-
4 flon settlements. He sald that a-level of
ents in the 8 to 10 percent range
ve been quite possible if the legis-
posed restraint upon the private

Sarties foPy the Immediate post-May 1
onths. i
He added t

Al the transition arrange-
Epssured that no msajor
10 percent. But now,

13 percent with some ineéw
as the 33 to 40 percent RO
rates, Mills added: *“Theré,
inevitable about this move ab8
10 percent level; nothing in
sltuation required 1t.”

REGION-BY-REGION REVIEW

Using recent reports on settlements arouldy
the nation, Mills offered a dquick cross
countiry assay of the significant agreements
on the West Coast, in the Midwest and in
New England:

“In some places, this thing is totally out of
hand and it’s getting out of hand In other
places. You take the UA [Plumbers Union]
on the West Coast, At San Jose, Calif., the
one-year increase was $1.83 an hour or 15.7
percent based on the old rate of $11.69. For
TA Local 38 in San Francisco, it was $2.37, or
19.8 percent, based on a current rate of $12.28.
At San Mateo, it was $2.63, or 22.2 percent,
from $11.38.” .

Although it is & small community, an im-
portant agreement, according to Mills, be-
cause of its leap-frogging implications, was
the UA settlement at Salem, Ore. that pro-
vided, including welder and other premiums,

There’s & big nuclear powerhouse
tion job that was responsible.”

‘settlement 1s going to have reffects up
and down the Coast and beyongktiowever, the
strike situation on the Cogi¥ “is not bad.”

The problem is that “‘th#f settlements are
enormous with a lot of#pirikes yet to come
this summer.” E* -

In the Midwest, gf§dnsiderable number of
the earlier seftleg®nts were in the 8 to
10 percent rangg gBut now there are “strikes
in many Midwgftern citles and a situation
that is ready 4§ get out of hand.”

. Likewlse, 8 New England, the range of
settlement#fhad been in the 8 to 10 percent
area. Bujffurrently, as in Salem, Ore., the UA

* has copd¥ up with a big one-year Increase at

New J¥dford, Mass. where a nuclear power
cong@fuction project is causing rates to be bid
upfFThe UA settlement at New Bedford is
B5, or 13 percent, for the first year. “That
jnd the Salem settlement are the kind of

#octtlements” that will spawn jumbo-type

leap-frogging this year and next.

Mills emphasized that some of these very
large settlements are going to carry through
the industry bargaining structure. “In the
process”, he sald, “the structure of wage rates
will be terribly distorted.” He noted that the
CISC had put a stop to this major leap-frog-
ging. He added: “We could have done it
again this year. We could have—and we
were—allowing the average [settlement] to
rise to compensate for inflation” in the eight
to 10 percent area. )

At this stage, according to Mills, there
probably is little effective action Congress
might take. As he put it: “Who cares what
they do now? The horse is out of the barn.”
He added: “If the Congress starts talking
controls now, it's going to make the situation
even worse.” Such talk would only spur the
local construction negotiators to higher in-
creases. “If Congress wants to do anything,
they’ve got to stop talking and start acting,”
Mills said.

FUTURE OF STRUCTURAL CHANGE

However, Mills belleves that most of the
structural changes in bargaining . achieved
during the CISC period “will stick” despite
the cessation of the Committee's activities.
This means that the increased number of
geographically-broader bargaining units, the
liberalized work rules, and the differential
rates for specialized sectors of the industry
like homebuilding will continue for the most
part. What will be lost, in his estimation, is
the considerable degree of wage stability
achieved since March 1971, and some of the
growing capacity to curb disputes from flar-
ing into strikes, As Mills put it: “There will
be many, many more strikes.”

Within the Administration and on Capitol
Hill, there had been some -expectation that
the contractors and the unions would estab-
lish some kind of dispute settlement ma-
chinery to deal with the mushrooming strike
threats of the post-controls period. On May
14, Dunlop told Senator Humphrey's Con-

- sumer Economics Subcommittee of the Joint

conomic Committee that he was “hopeful”
it some kind of ‘‘voluntary means, hot of
ols, but some voluntary means ., . of
3 ettlement” would be established by
the Indgitry’s unions and contractors. The
would be to reduce “the vol-
toppages.” However, an Ad-
esman indicated June .10
een accomplished by the

ministrative "3p5
that “nothing”
parties to- date.

In his comments, N
of “who-is-the-villian ;
dicated that the Democratiff¥le
the “Administration’s suppori§
gress appeared to have ignored th¥
about the dangers ahead in constru®
he also noted his awareness that
sional leaders reported getting only faint—
and somefimes countradictory—signals from

j. 2volded any game
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the White House on Dunlop’s stabilization
proposals, including the one for the contin-
ua gl of construction controls.

. CISC PHASE-OUT PLAN

Despiite the uncertainty, CISC had antici-
pated the Congress would go along with some
extensioff of its activities. Recognizing the
dangers tRat an abrupt unlegshing. would
make possiMje, a number of influential un-
ion and corfractor officials Involved with
CISC quietly Kgd Indicated their willingness
to go along with.a transition toward uncon-
trollad bargainirlg in 1875, ‘A lot of people
in industry and pe unions were prepared
to participate in g&gd spirit in that transi-
tiohal arrangement,” @ills commented.

He sald that the CHC plan, assuming the
authority to continue Pperations, had been
twofold: First, to pernfi
crease In settlement b
broadly with what’s happ
omy,” and second, to prefh
phase-out of its operationsz
CISC planned to move toward &

‘“‘consistent

reduction in the number of agree
mally reviewed by the Committee

unions and contractors in the industry “ha
not been able to dHuild on the strong minority
sentiment” for significant change in bar-
gaining "practices and structures. Despite
some improvement, “the current structure in
construction is not good enough,” Mills
declared.

He added: “It's a serious question whether
the country can tolerate or survive the cur-
rent collective bargalning system In con-
struction.” He sald this structure is “not
consistent at all with the national needs for
industrial and housing construction.” He
continued: “I don’t see how the country can
deal with 1ts problems ef general inflation, of
increasing capacity, of improving productiv-
ity with this particular structure in con-
struction.”

The CISC chairman declared that “there
is a substantial body” of local union opinion
that favors changes that would lead to a less
balkanized bargaining structure. But he

added: “I'm convinced that it does not cond#®

stitute a majority sentiment, In some aregs
the opposite sentiments are very strong.
particularly mentioned California as a x
problem state for those interested 3
proving the bargalning system in cq "
“tion. 2
On what needs to be done to
construction bargaining system ngt
ale,” Mills said: “It would have#h be one in
which ‘there is much more copgl
volverment of national associgffions and na-
tional unions in local bargaif
would have to be much monff
the activities of the varioyff
ations and local unions. iy
WRITING ON A HEHME
Mesnwhile, the earlgfreports to CISC indi-
cate that Dunlop fof#shadowed what might
be coming in his ¥ 14 testimony before
the Fumphrey syficommittee. In resporse
to a guestlon aldut construction, he said
somewhat ruefugfy: “With the end of con-
trols .-, . once §@6u start with one craft get-
ting s little re than somebody elge . . .
you begin a Igdp-frogging process that I know
only too welf.
With %‘formal expiration bf both the

CLC andg#the CISC at midnight June 30,
Dunlop #ill return to the Harvard Univer-
sity 1 ty. He also will be working with
Kenngth Rush, the new White House Coun-
selg fsr Economic Policy, on what Rush
desribed as “various special projects . , .

& reasonable In-.
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one of them, of course . . . in the wage fleld.”
Rush said Dunlop, whom he praised as "a
very dedleated, patriotic, and extraordinary
tible citizen,” would be spending two or three
days a week on the White House projects.

A part-time CISC chairman, Mills will con-
tinue in his cwrrent portfolio as Assoclate
Professor of Management at MIT’s Sloan
Sichool of Management. In addition to his
CISC job, he has been assisting Dunlop at
the CLC.

The tripartite CISC was established bv
White House executive order in March 1971,
It-was the first wage stabilization agency of
the 1971-1974 period. Its organization fol-
lywed the 1865-71 period when construction
settlements moved in a rocketlike trajectory
that took them to the range of 17-20 per-
cent a year. One of the few Administration
wage or price stabilizing programs with a
Lroadly-praised recard, the CISC also becamu
one of the longest running stabilization
agencies in U.8, history.

CONCLUSION OF MORNING
BUSINESS

Mr. ROBERT C. BYRD. Mr. Preg
I ask unanimous consent that n
business be closed for the prese
The PRESIDING OFFIC
objection, morning business j#

OFFICER (Mr.

rmament, to be held in
Wrland, beginning on July
ator from Rhode Island

. Byrp) has
34 minutes of accumulated tifje remain-
irg. K.

Mr. GRIFFIN. Mr. Presiden®),I sug-
gest the absence of a quorum, Wkl
time to be charged against the tifhe
the Senstor from West Virginia
RoBerT C. BYRD).

objection, it is s0 ordered, and the cle
wil call the roll.

The third assistant legislative clerk
proceeded to call the roll.

Mr. ROBERT C. BYRD. Mr. President,
I ask unanimous consent that the order
for the quorum call be rescinded.

The PRESIDING OFFICER. Without
ok jection,. it is so ordered.

OBSERVANCE OF A PERIOD TO'
HONOR AMERICA

Mr. ROBERT C. BYRD. Mr. President,
I ask unanimous consent that the Chalir
la;7 before the Senate a message from the
House of Representatives on House Con-
current Resolution 537.

The PRESIDING OFFICER laid be-
fore the Senate House Concurrence Res-
olution 537, which was read, as follows:

June 17; 19

H. Con. REs. 537
Resolved by the House of Repr

June 14, 1974, to Independe
1974, as & period to honor
there be public gatheringg
which the people of t
celebrate and honor
propriate manuer.

objection to t
the resolutig

OBERT C. BYRD. Mr. Presi-
sk unanimous consent that the
previously taken by the Senate
genate Concurrent Resolution 90,
fich is a companion measure, be viti-

-The PRESIDING OFFICER. Without
objection, it is so ordered.

The question is on agreeing to the
pending -concurrent resolution.

The concurrent resolution. (House
Concurrent Resolution 537) was agreed
to. )

Mr. ROBERT C. BYRD. Mr. President,
I ask umanimous consent that Senate
Conicurrent Resolution 90 be indefinitely
postponed.

The PRESIDING OFFICER. Without
objection, it is so ordered.

ORDER OF BUSINESS

Mr. ROBERT C. BYRD. Mr. President,
I suggest the ahsence of a quorum.

The PRESIDING OFFICER. On whose
time?

Mr. ROBERT C. BYRD. Mr. President,
I yield back the remainder of my time.

I ask unanimous consent that there
be a further perlod for the transaction of
routine morning business, with state-
ments therein limited to $ minutes each.

The PRESIDING OFFICER. Without
objection, it is so ordered. -

Mr. ROBERT C. BYRD. Mr. President,
Inow suggest the absence of a quorun.

The PRESIDING OFFICER. The clerk
will eall the roll. .

The second assistant legislative clerk
proceeded to call the roll. '

Mr. ROBERT C. BYRD. Mr. President,
I ask unanimous consent that the order
for the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is sa ordered.

CONCLUSION OF MORNING'
BUSINESS

4 DESIDING OFFICER. Is there

Chair to lay befo

from. the House

H.R. 11864, ]
The PRESIDING

the Senate a message

disagreement to the amé
Senate to the bill (H.R.
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